
 
 

 
Conference Kit  

 
 
 
 

 * 30 Network Security Specialists and Researchers 
 * 6-tracks of Hands on Technical Training Sessions  
 * Network Assessment and Latest Attack Methods 
      * Fundamental Defense Methodologies 

* Close Look At the Latest Computer and Network Security Technologies 
 * Advanced Computer and Network Security Topics 

* 2-Days of Deep Knowledge Papers and Presentations 
* Live Hacking Competition (CTF) 
* Running Man Competition  
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Overview 
 

  
 
The main aim of our conferences is to enable the dissemination, discussion and sharing of network 
security information. Presented by respected members of both the mainstream network security 
arena as well as the underground or black hat community, this years conference promises to deliver 
a look at several new attack methods that have not been seen or discussed in public before.  
 
Along with that, we are also organizing a hacking competition known overseas as Capture The Flag. 
A contest first developed and presented at Defcon in Las Vegas, the idea behind a CTF competition 
is to allow for individuals (either solo or in teams) to hack into prepared servers running on an 
internal network in order to retrieve marked files or flags on these target machines. Participants are 
also allowed to attack each other if it requires them to do so. The winner or winners, who obtain the 
most number of flags in the shortest period of time – wins. The Intrusion Detection System log files 
and findings will be presented at the end of the conference.  
 
We believe that this conference would be an ideal opportunity for vendors from within the industry to 
meet with not only the experts but to share their own expertise and technology with the public.  
 

Event Detail 
 
Date:   26th – 27th September 2005 
Item:   6-Tracks Training Sessions  
Time:   9am to 6pm  
   
Date:   28th – 29th September 2005 
Item:   2-Tracks Security Conference and Exhibition   
Time:   9am to 6pm  
 
Date:   28th – 29th September 2005 
Item:   Capture The Flag and Open-Hack Competition 
Time:   9am to 5pm  
 
Venue:  The Westin Kuala Lumpur 
  199 Jalan Bukit Bintang 
  55100 Kuala Lumpur 
   
Who should attend: Anyone who is responsible for the security and privacy of information should 
attend including: CEO, CIOs, CTOs, VPs of Technology and Network Systems, Directors of IT, 
Directors of Technology, Systems Architects, Network Administrators, Network Security Officers, 
ISOs, Financial Managers, System Developers, Network Security Specialists, Security Consultants, 
Risk Managers, and System Administrators. 
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The Keynote Speakers  
 

 
 
Mikko Hypponen – Chief Research Officer, F-Secure Corp 
http://www.f-secure.com  
 
Presentation Title: Mobile Malware 
Presentation Details:  
 
The first real viruses infecting mobile phones were found during late 2004. Since then, dozens of 
different viruses and Trojans - including cases like Commwarrior, Lasco and Skulls - have been 
found. Mobile phone viruses use totally new spreading vectors such as Multimedia messages and 
Bluetooth. 
 
How exactly do these mobile viruses work? We’ll have a look at their code and discuss what factors 
affect their spreading speeds. Virus writers have always been trying to attack new platforms. What 
draws them now towards the mobile phone? Are phones as a platform simply widespread enough, 
or is the possibility of making easy money via phone billing systems driving this development? 
Where are we now and what can we expect to see in the Mobile Malware of the future? 
 
About Mikko: 

Mr. Mikko Hypponen is the Chief Research Officer at F-Secure Corp. He has been analysing viruses 
since 1991. He has consulted several high-profile organizations on computer security issues, 
including IBM, Microsoft, FBI, US Secret Service, Interpol and the Scotland Yard. Mr. Hypponen (35) 
led the team that infiltrated the Slapper worm attack network in 2002, took down the world-wide 
network used by the Sobig.F worm in 2003 and was the first to warn the world about the Sasser 
outbreak in 2004. 

Mr. Hypponen and his team has been profiled by Wall Street Journal, Vanity Fair, New York Times 
and Newsweek. He has been an invited member of CARO (the Computer Anti-Virus Researchers 
Organization) since 1995. 

Apart from computer security issues, Mr. Hypponen enjoys collecting and restoring classic arcade 
video games and pinball machines from past decades. He lives with his family, and a small moose 
community, on an island near Helsinki.  
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Mark Curphey – Senior Director of Consulting, Foundstone Inc.   
http://www.foundstone.com  
 
Presentation Title: Software Security in the Real World - Building it and Breaking it 
Presentation Details: TBA 
 
About Mark: 
 
Mark is the Western Regional Director of Consulting responsible for leading the development of 
strategic application security services and managing client engagements. 
Widely recognized as an expert in web application security, Mark founded and chairs OWASP, the 
Open Web Application Security Project that has become a highly acclaimed reference point and 
thought leader for developers and system architects and recommended essential reading by the US 
Federal Trade Committee. Mark has written forewords to Hacking Web Applications Exposed and 
Microsoft’s Improving Web Application Security - Threats and Countermeasures. Mark is currently 
Chair of the OASIS WAS Technical Committee, developing XML standards for web application 
security vulnerability management. 

Prior to joining Foundstone, Mark was the Director of Information Security at Charles Schwab 
responsible for creating and managing the global strategic application security program. Mark has 
run consulting teams for Internet Security Systems and held senior information security roles at 
several international investment banks in Europe.  

Mark has a Masters Degree in Information Security from the renowned Royal Holloway, University of 
London where he specialized in advanced cryptography. 
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Our distinguished panel of speakers 
(Listed in alphabetical order)  
 
 

1. Adam Gowdiak  

2. Anthony Zboralski (Gaius), Founder, Hackers Emergency Response Team (HERT) 

3. Brad Spengler, Founder, GRsecurity 

4. Charl van der Walt, Sensepost Security 

5. Dave Mckay, Independent Security Consultant  

6. Emmanuel Gadaix, Founder, Telecom Security Task Force (TSTF)  

7. Fabio Ghioni  

8. Fabrice Marie, Manager, FMA-RMS 

9. Fyodor Yarochkin, Co-Author, X-Probe 

10. Haroon Meer, Founder, Sensepost  

11. Jim Geovedi, Information Security Consultant, PT Bellua Asia Pacific 

12. Joanna Rutkowska Founder, Invisiblethings.org 

13. Jose Nazario, Senior Software Engineer, Arbor Networks 

14. Nish Bhalla, VP Consulting Solutions Security Compass  

15. Nitesh Dhanjani, Manager, Ernst & Young  

16. Marius Eriksen, Software Engineer, Google.com 

17. Meder Kydyraliev, Co-Author, X-Probe 

18. Roberto Preatoni, Founder, Zone-H Defacement Mirror 

19. Rohyt Belani, Director, Redcliff Consulting  

20. Rudolph Araujo, Senior Security Consultant, Foundstone   

21. San, Member, X-Focus China 

22. Shreeraj Shah, Director, Net-Square Solutions 

23. Swaraj, Suresec UK 

24. The grugq, Independent Anti-forensics Researcher  

25. Toby Kohlenberg, Intel 

26. Zubair Khan, Freelance Network Security Consultant  
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Event At A Glance 
 

HANDS ON TECHNICAL TRAINING SESSIONS 
26TH AND 27TH SEPTEMBER 2005  

 
 

TECHNICAL TRAINING TRACK 1:  
WEB APPLICATION SECURITY – ATTACK AND DEFENCE 
 
Trainer:  Shreeraj Shah, Director Net-Square Solutions 
 
Outline: Beginning with an introduction to Web applications, the participants will be offered an 
insight into web hacks and their resulting effects, followed by thorough assessment methodologies 
and defense strategies for varying environments. The training programme will end with an 
“assessment challenge” – a live Web Application.  Working with time constraints, participants are 
expected to analyze the application, identify and exploit loopholes and apply all defense strategies 
learnt, to secure the application. 
 
TECHNICAL TRAINING TRACK 2: 
EXPLOITING AND DEFENDING NETWORKS 
 
Trainer: Nish Bhalla, VP Consulting Solutions, Security Compass 
 
Outline: The purpose of this course is to provide tech leads, testers, administrators, network 
administrators, help desk support and all other participants detailed security techniques and 
knowledge as applied to UNIX, Windows and Network security. It goes from the very basic concepts 
of understanding of Operating Systems (UNIX & Windows), learning the concepts of attacking and 
protecting Operating Systems, Networks & Network Devices. Participants would also learn how to 
take advantages of vulnerabilities that might exists in an environment. The training will not only show 
the latest techniques for exploiting the environment, but also how to defend the organization 
infrastructure against those weaknesses. Hands-on lab exercises reinforce the course material in a 
real world environment. 
 
TECHNICAL TRAINING TRACK 3:  
WIRELESS SECURITY AND WAR DRIVING   
 
Trainers: Anthony Zboralski (Gaius), Founder  Hackers Emergency Response Team (HERT)  
and Jim Geovedi, Information Security Consultant PT Bellua Asia Pacific. 
 
Outline: This class will involve a war drive around Kuala Lumpur on the first day and as such is 
limited to 8 participants only.  
 
This two day hands-on workshop will cover wireless/mobile environments intrusion detection, secure 
wireless protocols, denial of service, privacy and anonymity, prevention of traffic analysis, wireless 
networking, monitoring and surveillance... 
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HANDS ON TECHNICAL TRAINING SESSIONS 
26TH AND 27TH SEPTEMBER 2005  

 
 

TECHNICAL TRAINING TRACK 4:  
PACKET MASTERING THE MONKEY WAY   
 
Trainers: Dr. Jose Nazario, Senior Software Engineer Arbor Networks and Marius Eriksen Software 
Engineer, Google.com  
 
Outline:  

In this course you will learn how to code in C using libpcap, libdnet, libnids, and drive it all with 
libevent. The main language will be C, but we will also cover python bindings to these techniques.  

Day 1  

a) TCP/IP and ethernet networking overview 
b) Packet capture with libpcap 
c) Packet construction with libdnet 
d) Libnids and stream reconstruction techniques 

Day 2 

a) Recap and questions from day 1 
b) Event driven programming (signals, read, write, timers), libevent 
c) Common tool classes: scanners, snifers, and tracers 
d) Bringing it all together: 
e) A simple stream sniffer (illustrating the use of libnids and libevent) 
f) A simple port scanner (illustrating libpcap, libevent, libdnet) 
g) Questions and other things you can do. 
 
TECHNICAL TRAINING TRACK 5:  
DIGITAL INVESTIGATIONS: PRACTICAL DIGITAL FORENSIC ANALYSIS  
 
Trainer: The grugq, Independent Anti-forensics Researcher 
Outline: As the number of IT security incidents increases month upon month, the need for effective 
digital investigation techniques grows. This course teaches students how to conduct a successful 
digital forensic investigation, and builds a solid base of knowledge for further learning. Using a task-
oriented approach, students will learn digital forensic analysis techniques and methodologies which 
can be applied immediately. During the course, strong emphasis is placed on technical 
understanding and skills. 

The core curriculum of the course revolves around multiple File System Intensive sessions, focusing 
on file systems used on both Windows and UNIX/Linux platforms such as NTFS and Ext2FS. These 
File System Intensives use a combination of lectures and task-oriented hands-on lab exercises to 
instruct and reinforce the deep, low-level, file system knowledge crucial for effective digital forensic 
analysis and investigations. The lab exercises will teach core skills, such as how to: 

* seize and preserve digital media 
* recover deleted files (both manually and with tools) 
* uncover evidence of tampering 
* build a time-line  
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TECHNICAL TRAINING TRACK 6:  
HACKING BY NUMBERS – BOOTCAMP EDITION 
 
Trainers: Charl van der Walt & Haroon Meer, Sensepost   
Outline: Reality, Theory and Practice. This course is the "How did they do that?" of modern hacking 
attacks. From start to finish we will lead you through the full compromise of a company©s IT systems, 
explaining the tools and technologies, but especially the thinking, strategies and the methodologies 
for every step along the way. Having evolved with the industry over a number or years, "Hacking By 
Numbers: Bootcamp Edition" will give you a complete and practical window into the methods and 
thinking of hackers. 
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DEEP KNOWLEDGE SECURITY CONFERENCE - 28TH AND 29TH SEPTEMBER 2005 

DAY ONE  
 

8.00 Registration 

9.00  Chairperson’s Welcome Remarks 

9.15 Keynote Address Mark Curphey Senior Director of Consulting, Foundstone with 

Rudolph Araujo 

10:15  Refreshment Break 

 
 TECHNICAL TRACK BUSINESS TRACK 

MAIN SPONSOR 1 10:45 
 

Brad Spengler Founder, 

GRSecurity.net MAIN SPONSOR 2 

12:00 Networking Luncheon 

13:00 
 

Meder Kydyraliev and  

Fyodor Yarochkin, Co-Authors, X-

Probe)  

Roberto Preatoni, Founder Zone-H 

Defacement Mirror and Fabio Ghioni  

 

14:00 The grugq, Independent Anti-

Forensics Specialist  

 

Dave Mckay, Independent Security 

Consultant  

 

15:00 Shreeraj Shah, Director 

Net-Square Solutions 

 

Nitesh Dhanjani, Manager 

Ernst & Young  

16:00 Refreshment Break 

16:15 San, X-Focus China 

 

Anthony Zboralski (Gaius), Founder Hackers 

Emergency Response Team (HERT) 

17:15 Joanna Rutkowska, Founder, 

Invisiblethings.org 

Toby Kohlenberg, Senior Information 

Security Technologist, Intel Corp 

 

18:00 End of Day One 
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DEEP KNOWLEDGE SECURITY CONFERENCE - 28TH AND 29TH SEPTEMBER 2005 

DAY TWO  
 

8.00 Registration 

9.00  Chairperson’s Welcome Remarks 

9.15 Keynote Address Mikko Hypponen, Director of Anti Virus Research, F-Secure 

Corp. 

10:15  Refreshment Break 

 

 TECHNICAL TRACK BUSINESS TRACK 

MAIN SPONSOR 3 10:45 

 

Nish Bhalla, VP Consulting 

Solutions, Security Compass MAIN SPONSOR 4 

12:00 Networking Luncheon 

13:00 

 

Dr. Jose Nazario, Senior Software 

Engineer  Arbor Networks   

Emmanuel Gadaix, Founder, Telecom 

Security Task Force (TSTF)  

14:00 Jim Geovedi Information Security 

Consultant PT Bellua Asia Pacific. 

Zubair Khan, Independent Security 

Consultant 

15:00 Swaraj, Suresec UK  Fabrice Marie, Manager, FMA-RMS 

16:00 Refreshment Break 

16:15 Charl van der Walt & Haroon Meer 

Sensepost 

Rohyt Belani Director, Red Cliff Consulting 

17:15 Adam Gowdiak  Marius Eriksen, Software Engineer, 

Google.com 

18:00 Panel discussion with Keynote speakers, Malaysian Communications and 

Multimedia Commission and National ICT Security and Emergency Response 

Centre (NISER) 

18:30 End of Day Two 

19:00  Post Conference Party at KL Tower 
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The Speakers Profiles  
 

1.  Adam Gowdiak  
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Adam: 
 
Adam Gowdiak is a graduate of the Poznan University of Technology. For the last 9 years he has 
been working as security engineer and systems analyst at Poznan Supercomputing and 
Networking Center. He is the finder of many security vulnerabilities in IRIX, AIX, Windows and 
Java Virtual Machine. He has been the speaker at many international computer and network 
security related events. His security research interests include reliable vulnerabilities exploitation 
techniques, new attack methodologies, mobile code security, intrusion detection/prevention 
systems and advanced reverse engineering techniques. 

 
2.  Anthony Zboralski (Gaius)  

Founder, Hackers Emergency Response Team (HERT) 
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Anthony: 

Anthony Zboralski leads Bellua Asia Pacific, an Information Security consulting company based 
In Jakarta, Indonesia. He has more than 9 years of experience performing penetration tests, 
assessments, forensics and related services for some of the largest banks in Asia and a dozen 
Fortune 500 companies including Aerospatiale, Air France, Allianz, AXA, Electricite de France, 
Lagardere-Matra… 

He is also known as Gaius, one of HERT cofounders and wrote some articles for phrack and 
hert.org (tunnelx, ciscogdb, procx, etc.). Anthony has been involved into hacking and security 
community since 1989 (started on x25 with otosync and bayernpower [Matthias]). He is 29 now, 
living in Indonesia with wife and two kids. 
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3.  Brad Spengler  

Founder. Grsecurity.net 
 

Presentation Title: TBA 
Presentation Details: TBA 

 
About Brad: 

 
Brad Spengler is the creator of grsecurity - A complete security system for Linux. Its main 
features are: 
 

·  Buffer overflow exploit protection 
·  Full-featured Role-Based Access Control (RBAC) 
·  Full-featured auditing 
·  Intelligent, automatic generation of least privilege policies for an entire system with no 

configuration 
·  Change root (chroot) hardening 
·  Additional randomization in the TCP/IP stack 

 
grsecurity is rated as one of the top open-source projects according to freshmeat.net. Since the 
beginning of 2003, the website for the project has attracted hits from over 290,000 unique hosts, 
as well as over 315,000 downloads of the software. grsecurity is used by 
governments,universities, and companies around the world. Several technologies that made their 
debut through the implementations in grsecurity have made their way into commercial IPS 
systems, Windows XP SP2, OpenBSD, Gentoo Linux, security modules from IBM, most 
hardened Linux distributions, and Red Hat’s Fedora and RHEL products. 
 
 

4.  Charl van der Walt  
Founding Member, Sensepost  
 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Charl: 
 
Charl studied Computer Science at UNISA, Mathematics at the University of Heidelberg in 
Germany and has a Diploma in Information Security from the Rand Afrikaans University. He is an 
accredited BS7799 Lead Auditor with the British Institute of Standards in London. Charl has a 
number of years experience in Information Security and has been involved in a number of 
prestigious security projects in Africa, Asia and Europe. Charl is also a regular speaker at 
seminars and conferences nationwide and is regularly published on internationally recognized 
forums like SecurityFocus.  
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5.  Dave Mckay  
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Dave: 
 
Dave McKay is an independent security consultant. McKay has been involved in the information 
security field for going on 9 years. McKay©s prior employment includes an impressive list of 
companies where he served in a security capacity including, Hotmail, Google, Microsoft, US 
Department of Defense and @stake (now Symantec). McKay is now in Rome writing a book.  

 
6.  Emmanuel Gadaix 

Founder, Telecom Security Task Force (TSTF)  
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Emmanuel: 

Emmanuel has been involved in the information security and telecommunications fields for over 
12 years. Originally from Western Europe, Emmanuel has been living in Southeast-Asia since 
1993. After few years spent at Nokia commissioning mobile networks© NMS and IN systems, he 
started his own security consulting company in 1997, which eventually got acquired by Trusecure 
in 2001.  

Emmanuel focuses on the emerging threats facing the telecommunications industry today. He 
founded the Telecom security Task Force (TSTF) to provide clients with specialized security 
services for their GSM/GPRS/UMTS/SS7/VoIP/IMS networks.  

He is a CISSP, a Certified ISO-8583 Financial Transaction Protocol Engineer and a Certified 
Oracle DBA 

7.  Fabio Ghioni  
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Fabio:  
 
Fabio Ghioni is advisor to several Multinational Corporations as well as Governments. He is the 
leading expert in the field of information security, competitive intelligence and intrusion 
management in an asymmetric environment. As consultant to several different Government 
institutions he has been the key to the solution of several terrorism cases in the past. He has 
serviced leading international corporations involved in the military, telecommunications, banking 
and technology industries. His key fields of research range from mobile and wireless competitive 
security to the classification of information and forensics technologies applied to identity 
management and ambient intelligence. 
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8.  Fabrice Marie 
Manager, FMA-RMS 
 
Presentation Title: Hacking Internet Banking Applications 
Presentation Details:  
 
The general public sentiment is that the banks, having always been the guardians of our money, 
are expert at safeguarding it. Unfortunately, internet corporate banking and personal banking 
applications are usually ridden with bugs. Internet Banking Applications development is 
nowadays out-sourced to third party software vendors that have poor understanding of security, 
and incomplete quality management processes. Most of the time the applications are extremely 
insecure before they get audited by security professional third-parties. 

This presentation will demonstrate the various attacks that almost always work (and those that 
do not), on your “bank-next-door” internet banking application, illustrated with real life statistics. 
We will outline the regular technical attacks and will focus on a hit parade of business logic 
attacks. We will steal money from other customers, buy shares for free, and spy on other 
customers bank records among many other frauds. 

This demonstration will highlight the solutions to some of the challenges the banks will face 
online to ensure that their data handling practices are compliant with their country’s privacy 
regulations and banking regulations among others. 

About Fabrice:  
 
Fabrice is the manager of FMA-RMS, a small dedicated security consulting firm based in 
Singapore. Developer by trade for many years, he has been involved in the information security 
field for over 6 years. His interests are in secure programming, cryptography, open source and 
firewalling techniques. For the last few years he has been breaking mostly bank and telecom 
web applications in the Asia Pacific region, as well as performing penetration tests for them. 
Originally from France, Fabrice has been staying in Singapore for the last 5 years. 

 
9. Fyodor Yarochkin  

Co-Author, X-Probe 
 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Fyodor:  
 
Fyodor Yarochkin is a security hobbyist and happy programmer with a few years spent in 
business objectives and the “security” service delivery field. These years, however, weren’t 
completely wasted - Fyodor has been contributing his spare time to a few open and closed 
source projects, that attracted limited use among non-business oriented computer society. He 
has a background of system administration and programming and holds Engineering degree in 
Software Engineering. 

 

Note: Fyodor Yarochkin is not ‘nmap Fyodor’. (http://www.snort.org/docs/faq.html#1.2)  
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10.  Haroon Meer  
Director of Development, Sensepost 
 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Haroon:  

 
Haroon Meer is currently SensePost©s director of Development. He specializes in the research 
and development of new tools and techniques for network penetration and has released several 
tools, utilities and white-papers to the security community. He has been a guest speaker at many 
Security forums including the BlackHat Briefings. Haroon most recently contributed a chapter to 
"Special Ops: Host and Network Security for Microsoft, UNIX, and Oracle".  

 
11. Jim Geovedi 

Information Security Consultant PT Bellua Asia Pacific. 
 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Jim:  
 
Jim Geovedi works as an Information Security consultant at PT Bellua Asia Pacific in Indonesia. 
He©s also a contributor to the OpenBSD and FreeBSD projects and an active member of HERT, 
the Hacker Emergency Response Team. He has been securing computer and network systems 
for over six years. Jim has been involved with network and system auditing, vulnerability 
assessment, security architecture, and corporate policy writing. He has spoken extensively on 
computer security in numerous conferences, seminars, and workshops. Along with Fetri, Jim©s 
also one of the first IRCA registered BS7799 ISMS Provisional Auditor in Indonesia.  

 

12. Joanna Rutkowska  
Founder, Invisiblethings.org 

 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Joanna:  

Joanna Rutkowska is an independent security researcher. Her main interest is in stealth 
technology, that is, in the methods used by attackers to hide their malicious actions after a 
successful break-in. This includes various types of rootkits, network backdoors and covert 
channels. She is interested in both detecting this kind of activity and in developing and testing 
new offensive techniques. 

She develops assessment and detection tools mainly for pen-testing companies. She has 
previously presented at the 21st Chaos Communication Congress, IT Underground 2004 and 
HiverCon2003. She lives in Warsaw, Poland.  
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13. Dr. Jose Nazario 
Senior Software Engineer, Arbor Networks. 

 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Jose: 
 
Dr. Jose Nazario is a worm researcher and senior software engineer at Arbor Networks. Dr. 
Nazario’s research interests include large-scale Internet trends such as reachability and topology 
measurement, Internet events such as DDoS attacks and worms, source code analysis methods 
and datamining. He routinely writes and speaks on Internet security in forums that include 
NANOG, USENIX Security, BlackHat Briefings, CanSecWest and SANS. Dr. Nazario holds a 
Ph.D. in biochemistry from Case Western Reserve University. 
 
Dr. Nazario is also the author of the ground-breaking book entitled “Defense and Detection 
Strategies against Internet Worms” which offers insight into worm trends and behavior, while 
providing practical protection techniques. Dr. Nazario was also co-author on the book “Secure 
Architectures with OpenBSD”. 

 
15.  Nish Bhalla  

VP Consulting Services, Security Compass 
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Nish:  
 
Nishchal Bhalla is a specialist in product testing, code reviews, web application testing, host and 
network reviews and IDS architecture design and deployments. He is the VP of Consulting 
Services at Security Compass providing consulting services for major software companies & 
Fortune 500 companies.  
 
He is writing the section on writing exploits for an upcoming title "Buffer Overflow Attacks: 
Detect, Exploit & Prevent" and is a contributing author for "Windows XP Professional Security" 
and "HackNotes: Network Security", he was also the tech editor for “Exploiting Software: How to 
Break Code”. 
 
Nish has also been involved in the open source projects such as OWASP and YASSP. He has 
also written for security focus. 
 
Prior to joining Security Compass, Nish was a Principal Consultant at Foundstone, where he not 
only helped develop the "Secure Coding" class but also taught the Ulimate Hacking, Ultimate 
Web Hacking and Ultimate Hacking Expert classes. Apart from working for Foundstone, some 
of the other companies Nish has worked for include TD Waterhouse, The Axa Group and 
Lucent.  
 
Nish holds his Masters in Parallel Processing from Sheffield University, is a post graduate in 
Finance from Strathclyde University and a Bachelor in Commerce from Bangalore University. 
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16.  Nitesh Dhanjani  
Manager, Ernst & Young  

 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Nitesh: 
 
Nitesh Dhanjani is a Manager at Ernst and Young©s Advanced Security Center, and is the co-
author of O©Reilly©s new book: "Network Security Tools: Writing, Hacking, and Modifying 
Security Tools." Nitesh is also the author of "Hacknotes: Unix and Linux Security" published by 
Osborne McGraw-Hill, and a contributing author to the best-selling security book: "Hacking 
Exposed 4." Nitesh is a frequent writer for the O©Reilly Network. 
 
Nitesh has performed network, application, web-application, wireless, source-code, host 
security reviews and security architecture design services for many of Ernst & Young©s clients. 
Prior to Ernst & Young, Nitesh was a Senior Consultant at Foundstone. While at Foundstone, he 
contributed to Foundstone� s "Ultimate Hacking: Expert" and "Ultimate Hacking" security 
courses. 
 
Nitesh graduated from Purdue University with both a Bachelors and Masters Degree in 
Computer Science. While at Purdue, he was involved in numerous research projects with the 
CERIAS (Center for Education and Research Information Assurance and Security) team. 

 
 

14.  Marius Eriksen  
Software Engineer, Google.com 

 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Marius:  
 
Marius Eriksen is a software engineer at Google, Inc. and is an OpenBSD developer. He has 
developed and maintained many open source projects and has failed to release many more. 
Marius has mostly been involved with systems security, distributed filesystems, networking 
middleware and security and general operating systems kernel development. Marius’ recent 
open source work include work on transparent end-to-end networking portability and contextual 
user interfaces. 

 
17. Meder Kydyraliev  

Co-Author, X-Probe 
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Meder:  
 
Meder Kydyraliev is a freelance security researcher, has obtained his bachelor of science 
degree in software engineering from AUK/Kyrgyzstan and is at early stage of getting to know 
what real security industry(sic) is. For past 2 years he has been involved in research and 
development of Xporbe2 active OS fingerprinting tool. Some of his personal interests include: 
network reconnaissance, information gathering techniques and applications of distributed 
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computing in information security tools. His senior project was titled “Multi-threaded, distributed 
platform for information security tools”. 

 
18. Roberto Preatoni 

Founder, Zone-H Defacement Mirror 
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Roberto:  
 
Roberto Preatoni (aka Sys64738): 37, is the founder of the defacement/cybercrime archive 
Zone-H (http://www.zone-h.org). He’s also CEO of an International ITsec company (Domina 
Security) which is active in European and former soviet countries. He has been globetrotting, 
lecturing in several ITsec security conferences, including Defcon in the US. He has been 
interviewed by several print and online newspapers where he shares his experiences relating to 
cyberwar and cybercrimes. 

 
19.  Rohyt Bellani  

Director, Red Cliff Consulting  
 

Presentation Title: TBA 
Presentation Details: TBA 

 
About Rohyt:  
 
Rohyt Belani is a Director with Red Cliff Consulting. His expertise encompasses the areas of 
wireless security, application security and incident response. Rohyt is also an experienced and 
talented instructor of technical security education courses. 

Prior to joining Red Cliff, Mr. Belani was a Principal Consultant at Foundstone. Earlier in his 
career, he was a Research Group Member for the Networked Systems Survivability Group at 
the Computer Emergency Response Team (CERT). 

Mr. Belani is a frequent author of articles for SecurityFocus, a reputed information security 
portal. He is also a contributing author for the Osborne publication, Hack Notes – Network 
Security. Rohyt is a regular speaker at various industry conferences and forums like OWASP, 
HTCIA, FBI-Cyber Security Summit, HP World, New York State Cyber Security Conference and 
HackInTheBox-Malaysia. Additionally, he has presented at several Institute of Electrical and 
Electronics Engineers (IEEE) and Association for Computing Machinery (ACM) -sponsored 
conferences on the topics of fault-tolerant distributed systems, wireless networks, and advanced 
network simulation. 

Mr. Belani holds a Bachelor of Engineering in Computer Engineering from Bombay University 
and a Master of Science in Information Networking from Carnegie Mellon University. He is a 
Certified Information Systems Security Professional (CISSP).  
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20.  Rudolph Araujo 
Senior Software Security Consultant, Foundstone  
 
** Presenting with Mark Curphey  
 
About Rudolph:  
 
Rudolph Araujo is a Senior Software Security Consultant and trainer at Foundstone. At 
Foundstone, Rudolph is responsible for creating and delivering the threat modeling and security 
code review service lines. Rudolph is also responsible for content creation and training delivery 
for Foundstone’s Building Secure Software and Writing Secure Code – ASP.NET class.  
 
Rudolph has strong computer science fundamentals and many years of software development 
experience on both UNIX and Windows environments. Prior to joining Foundstone, Rudolph led 
the checks development team for BindView bv-Control for Internet Security - a vulnerability 
assessment product. He has also worked as a software developer at Morgan Stanley. Most 
recently, Rudolph has worked as a researcher at Carnegie Mellon University©s CYLAB 
investigating virus and worm threats especially over peer-to-peer networks. His research 
interests also span the domain of web service security and reliability.  
 
Rudolph holds a Masters Degree from Carnegie Mellon University with a focus on information 
security and a Bachelors Degree in Computer Engineering from Goa University in India. He is 
an experienced C / C++ and C#/.NET developer and the author of Foundstone’s .NET Security 
Toolkit, SSLDigger and Hacme Bank tools. Rudolph is also a regular contributor to MSDN’s 
webcast series. 
 

21.  San 
X-Focus, China 

 
Presentation Title: TBA 
Presentation Details: TBA 
 
About San:  
 
San is a security researcher, who has been working in the Research Department of NSFocus 
Information Technology (Beijing) Co., Ltd for more than three years. He©s also the key member 
of XFocus Team. His focus is on researching and analysing application security, and he©s also 
the main author of "Network Penetration Technology" (Chinese version book). 
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22.  Shreeraj Shah 

Director, Net-Square Solutions 
 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Shreeraj: 
 
Shreeraj Shah is founder and director of Net-Square. He has five years of experience in the field 
of security with a strong academic background. He has experience in system security 
architecture, system administration, network architecture, web application development, security 
consulting and has performed network penetration testing and application evaluation exercises 
for many significant companies in the IT arena. Shreeraj graduated from Marist College with a 
Masters in Computer Science, and has a strong research background in computer networking, 
application development, and object-oriented programming. He received his Bachelor’s degree 
in Engineering, Instrumentation and Control from Gujarat University, and an MBA from Nirma 
Institute of Management, India. 

Shreeraj is the co-author of “Web Hacking: Attacks and Defense” published by Addison Wesley. 
He has published several advisories, tools, and white papers as researcher, and has presented 
at conferences including HackInTheBox, RSA, Blackhat, Bellua, CII, NASSCOM etc.  

 
23.  Swaraj 

Suresec UK 
 

Presentation Title: TBA 
Presentation Details: TBA 
 
About Swaraj: TBA 

 
24.  The grugq  

Anti Forensics Specialist 
 
Presentation Title: TBA 
Presentation Details: TBA 
 
About The Grugq: 

The grugq has been researching anti-forensics for almost 5 years. Grugq has worked to secure 
the networks and hosts of global corporations, and hes also worked for security consultanting 
companies. His work as a security consultant was cut short by the publication of an article on 
anti-forensics. Currently, he slaves for a start-up, designing and writing IPS software. Grugq has 
presented to the UK©s largest forensic practioner group where he scared the police. In his spare 
time, grugq likes to drink and rant. 
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25.  Toby Kohlenberg  
Senior Information Security Technologist, Intel Corp 
 
Presentation Title: TBA 
Presentation Details: TBA 
 
About Toby:  
 
Toby Kohlenberg is a senior information security technologist for Intel’s ISTG Risk Management 
group. He has extensive experience in penetration testing, incident response, architecture 
design and review, and IDS, among others. In the last couple of years he has been responsible 
for developing security architectures for Intel’s deployment of secure WLANs and Windows* 
2000/Active Directory, and for the overall IDS strategy including the Security Operations Center. 
He is a handler for the ISC and a co-author of the book Snort 2.1 from Syngress. He currently is 
responsible for providing information security consulting to Intel product groups as well as 
evaluating new and emerging technologies. He currently holds the CISSP GIAC Certified 
Firewall Analyst (GCFW), Certified Incident Handler, and GCIA certifications.  

 
 
26. Zubair Khan 

Independent Security Consultant 
 

Presentation Title:  Cyber Skirmishes 
Presentation Details:  

High-tech information warfare is fast becoming a reality. The term information warfare covers a 
wide range of activity, including corporate and military espionage and intelligence collection, 
psychological operations and perception management, attacks on communication systems, 
consumer fraud, and information piracy. In addition, the concept covers specifically computer-
related issues: viruses, Trojan horses, and deliberate and targeted hacking efforts such as 
computer break-ins and denial-of-service attacks (where hackers flood an Internet server with 
traffic to overload and disable it). Cyber warfare is politically-motivated computer hacking that 
inflicts severe societal harm, and may also effect nation’s economy and defense. Cyber Warfare 
is so rapid that it may not give an opponent enough time to “surrender” before permanent and 
devastating damage is done. It has recently become of increasing importance to the military, the 
intelligence community, and the business world. Military planners are now imagining soldiers at 
computer terminals silently invading foreign networks to shut down radars disable electrical 
facilities and disrupt phone services. 

# Introducing Cyber warfare 
# Globalization of Cyber Warfare 
# Outsourcing Warfare 
# Cyber Targets 
# Psychology of Modern Warfare 
# Cyber Weapons 
# Retaliation and Defense Tools 

# Cyber battleground of Palestine and Israel 

• Political and social effects caused by hacking incidents ( Real Examples) 
• Targets 
• Searching More Targets 
• Famous Hacker Groups 
• Volunteer Hackers 
• Formation of Groups and their strategies 
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• Globalizing the war 
• Tactics 

# Cyber battleground of Iran and USA 

• Political and social effects caused by hacking incidents ( Real Examples) 
• Targets 
• Searching More Targets 
• Famous Hacker Groups 
• Volunteer Hackers 
• Formation of Groups and their strategies 
• Globalizing the war 
• Tactics 

# Cyber battleground of China and USA 
 

• Political and social effects caused by hacking incidents ( Real Examples) 
• Targets 
• Searching More Targets 
• Famous Hacker Groups 
• Volunteer Hackers 
• Formation of Groups and their strategies 
• Globalizing the war 
• Tactics 

# Cyber battleground of India and Pakistan 

• Political and social effects caused by hacking incidents ( Real Examples) 
• Targets 
• Searching More Targets 
• Famous Hacker Groups 
• Volunteer Hackers 
• Formation of Groups and their strategies 
• Globalizing the war 
• Tactics 

# Capabilities of Al Qaeda 
# Al Qaeda’s Interest In Cyber Warfare 
# Al Qaeda’s Cryptography as Communication 
# Cyber attacks during war of Terrorism 
# Cyber attack on Al Qaeda by US 
# Cyber Defense Strategies 
# How hacking affect military operations? 
# Influencing Foreign Policy 
# How cyber attacks can spark a Real War? 
# Cyber Propaganda and Terrorism 
# ECHELON 
# Revolution in Military affairs and C4I 
# International Law 
# Future of Cyber Warfare 
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About Zubair:  

Zubair Khan is a freelance network security consultant. He has been researching mainly on 
DDoS Attacks and also on various other facets of network security for the past six years. He has 
given network security consultancy to top organizations of Pakistan. Recently he worked as a 
network security consultant for C4i of Pakistan. C4i is one of the directorates of Pakistan Army 
providing secure mode of communication for peacetime and war.  

Zubair is founder of hacker’s conferences in Pakistan. His two major events Islamabad Hackers 
Training Camp 2004 and Islamabad Hackers Convention 2005 turned out to be a huge success. 
These events created a platform for security professionals in Pakistan. He has also conducted 
security trainings at various forums which includes government organizations. His research and 
work is recognized by Chairman of Pakistan Engineering Development Board and Chairman of 
Pakistan Engineering Council. His work and efforts to create network security awareness are 
greatly appreciated by high officials of country and also by media agencies. 
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Deep Knowledge Hands-On Technical Training 
Sessions 

 
TECHNICAL TRAINING TRACK 1 
WEB APPLICATION SECURITY – ATTACK AND DEFENCE 

BY: Shreeraj Shah (Net-Square Consulting)  

·  Date: 26th & 27th September 2005  
·  Venue: The Westin, Kuala Lumpur  
·  Duration: 2-days  
·  Capacity: 30 pax  
·  Cost: RM1800 (early bird) RM2200 (non-early bird)  

Beginning with an introduction to Web applications, the participants will be offered an insight into 
web hacks and their resulting effects, followed by thorough assessment methodologies and defense 
strategies for varying environments. 

 

Who Should Attend  

 

This course is designed for: 
a)   Developers: Learn what can go wrong with badly written application code, and how to 
 prevent such errors. 
b)   Web site administrators: Learn how to securely configure a web server and an application 
 server, without compromising on functionality. 
c)   Project managers / IT managers: Learn how to be effective in maintaining a secure web    
 application, going ahead. 
 
Skills Required  
 

·  Operational comfort with Windows 2000 or Linux 
·  Basic Windows 2000 or Linux administration skills 
·  Basic scripting skills - Perl, PHP, ASP.  Participants should be  
 able to review example code and spot errors, without knowing the correct syntax, and should 
 be intuitively able to fix it. 
·  Basic SQL skills or knowledge. 
 

Introduction to web applications 
 

·  Components of a web application 
·  Basics of web technologies and protocol information 
·  Evolution of technologies and impact on security 
·  Understanding other basic web security-related concepts 
·  Learning tools like netcat, achilles etc. to understand its usage and  
 application. (Hands on for the group) 
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Web Hacking – Areas of attack 
 
Various attacks will be covered in detail with demonstration followed by hands on exercises. 
Following is a brief list of attacks. 
 

·  Cross-site scripting attacks 
·  SQL Query Injection 
·  Session Hijacking 
·  Buffer Overflows 
·  Java Decompilation 
·  HTTP brute forcing 
·  Trojan Horses and Malware products 
·  Form Manipulation, Query Poisoning 
·  Input Validation,Parameter Tampering 
·  Authentication 
·  Information leakage 
·  File operations 
·  Client-side manipulations 
·  Cryptography 
·  Error/Exception handling 

 
Attack and Defense strategies 
 

·  Impact of attacks 
·  Risk analysis 
·  Countermeasures 
·  Defense strategies and methods  

 
Assessment Methodology and Defending Applications 
 

·  Reconnaissance – Profiling a web application 
·  Black-box and White-box testing 
·  Exploiting vulnerabilities 
·  Defending applications 
·  Secure coding strategies 
 

Hands-on:  

The training programme will end with an “assessment challenge” – a live Web Application.  Working 
with time constraints, participants are expected to analyze the application, identify and exploit 
loopholes and apply all defense strategies learnt, to secure the application. 
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TECHNICAL TRAINING TRACK 2 
EXPLOITING & DEFENDING NETWORKS  

BY: Nish Bhalla, VP Consulting Solutions, Security Compass 

·  Date: 26th & 27th September 2005  
·  Venue: The Westin, Kuala Lumpur  
·  Duration: 2-days  
·  Capacity: 30 pax  
·  Cost: RM1800 (early bird) RM2200 (non-early bird)  

Details:  
 
The purpose of this course is to provide tech leads, testers, administrators, network administrators, 
help desk support and all other participants detailed security techniques and knowledge as applied 
to UNIX, Windows and Network security. It goes from the very basic concepts of understanding of 
Operating Systems (UNIX & Windows), learning the concepts of attacking and protecting Operating 
Systems, Networks & Network Devices. Participants would also learn how to take advantages of 
vulnerabilities that might exists in an environment. The training will not only show the latest 
techniques for exploiting the environment, but also how to defend the organization infrastructure 
against those weaknesses. Hands-on lab exercises reinforce the course material in a real world 
environment. 
�
Understanding TCP/IP, Windows, and Unix 

·  TCP/IP 
o Understanding the 3-way handshake 
o Understanding UDP 
o Understanding ICMP 

  
·  Windows 

o Understanding Domains and Workgroups 
o Domain Trust relationships 
o Enumeration 
o Understanding SIDs and RIDs 
o Registry and sam files 
o Common Services (Netbios, Web servers, IIS) 

·  UNIX 
o DIG / nslookup 
o Users and Groups (Understanding Unix file Permissions, User, Group) 
o Common services (FTP, Telnet, SSH, TFTP, RPC, NFS) 

 
Introduction Attack & Penetration 
 

·  A&P Methodology 
o Foot-printing 
o Scanning 
o Enumeration 
o Exploiting Vulnerabilities 
o Installing Rootkits and Backdoors 
o Cleaning up 

 
·  Foot-printing 

o whois 
o Search engines 
o Google hacking 
o News-groups 
o Corporate Websites 
o EDGAR 

 
·  Scanning 
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o Finding Live Hosts 
o Port scanning (Connect, SYN, FIN) 
o Passive network monitoring 

 
·  Enumeration 

o OS Fingerprinting 
o Detailing network service information (Banner Grabbing, DNS information) 
o Obtaining list of valid users and resources 
o Passive network monitoring 
o OS Specific Enumeration  
 
o Unix 

·  User enumeration via Apache 
·  User enumeration via Finger 
·  User enumeration via r-services 
·  Obtaining user info using NIS 
 

o Windows 
·  Enumerating windows users and shares (net, nete, enum, local, global, nltest, dumpsec, 

getmac, epdump, ldp)  
 
·  Source sifting web portals 

o Mirroring web sites (wget, Black Widow, Offline explorer) 
 

·  Brute forcing authentication 
o Brutus 
o Hydra 
o Extending Hydra to Brute Force Custom Protocols 
o MS-SQL Brute forcing (sqldict, shell script) 
o Mysql / Oracle 
o TS-Grind 
 

·  Mis-configurations 
o TFTP 
o NFS (nfsshell) 
o X Vulnerabilities (xscan) 

 
·  Buffer Overflows (metasploit) 

 
·  Obtaining and Cracking password files 

o Windows (sam, pwdump3, LSA Secrets) 
o Unix ( /etc/shadow,  NIS (ypcat)) 
o Cracking passwords ( l0phtcrack,  john) 

     
Exploiting Network Specific Vulnerabilities 

·  Sniffing (Promiscous mode) 
·  ARP Spoofing 
·  Hijacking TCP connections 
·  802.11 

o Quick Overview 
o Kismet 
o Aircrack 

 
·  Owning Network Devices 

o Cisco router password cracking 
o Attacking services (Telnet, SNMP, HTTP, Obtaining config files) 

 
·  Firewalls 

o Fingerprinting Firewalls. 
 
Auditing 

·  Windows cleanup 
o disabling audit logs (Evenviewer) 
o Web Server Logs 
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·  UNIX Cleanup 
o Xinet revisited & /etc/syslog.conf 
o utmp and wtmp 
o xferlog 
o maillog 
o lastlog 
o shell histories 

 
Installing Backdoors and Rootkits 

·  Port redirection techniques 
 
·  Windows backdoors and rootkits 

o Fake Gina 
o Winvnc 
o Hiding files in windows 
o Keyloggers      

     
·  Back-dooring Unix 

o Installing a Remote Shell Service using xinted 
o Setting SETUID and SETGID on executable files 
o .rhosts 
o Loki2  
o Trojanized commonly used commands 
 

·  Linux Rootkits 
o LKM based 

·  Covert Channels 
o Reverse shell 
o Msn-shell 
o XML-shell 
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TECHNICAL TRAINING TRACK 3 
WAR DRIVING KUALA LUMPUR 
 
BY: Anthony Zboralski (Gaius), Founder Hackers Emergency Response Team (HERT)  
and Jim Geovedi, Information Security Consultant PT Bellua Asia Pacific. 

·  Date: 26th & 27th September 2005  
·  Venue: The Westin, Kuala Lumpur  
·  Duration: 2-days  
·  Capacity: 8 pax  
·  Cost: RM2000 per pax (early bird) / RM2400 (non-early bird)  

Note: Participants are required to bring their own laptops. Wireless enabled laptops aren’t required 
as students will connect to  the Kismet Server using a network hub in the training room as well as in 
the bus. 
 
This class will involve a war drive around Kuala Lumpur on the first day and as such is limited to 8 
participants only.  
 
This two day hands-on workshop will cover wireless/mobile environments intrusion detection, secure 
wireless protocols, denial of service, privacy and anonymity, prevention of traffic analysis, wireless 
networking, monitoring and surveillance... 
 
Wireless Technology is ubiquitous: hand phones, cordless phones, Wi-Fi LANs Bluetooth are 
everywhere. While wireless technology may be desirable to corporations because of the mobility and 
cost-saving it offers, wireless security has been elusive. 
 
By default, most wireless networks are insecure and present a number of threats: 
 

·  Loss of Confidentiality (atm transactions, emails, confidential documents, etc.) 
·  Denial of Service, business interruption 
·  Theft of Service 
·  Internal networks may be exposed to outsiders and hackers may propagate via wireless to 

your network, partners and clients 
·  Corporate network could be used to launch stealth attacks against other targets or to transit 

spam 
 
The 2-day course will cover:  
 

·  Introduction to Bluetooth and WiFi Security 
·  War Driving in Kuala Lumpur  
·  Analysing and mapping wireless networks. 
·  Attacking Wireless Networks and Bluetooth Devices 
·  Defending Wireless Networks 
·  Intrusion Detection and Monitoring 
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TECHNICAL TRAINING TRACK 4 
PACKET MASTERING THE MONKEY WAY 

BY: Dr. Jose Nazario, Senior Software Engineer Arbor Networks and Marius Eriksen Software 
Engineer, Google.com 

·  Date: 26th & 27th September 2005  
·  Venue: The Westin, Kuala Lumpur  
·  Duration: 2-days  
·  Capacity: 30 pax  
·  Cost: RM1800 (early bird) RM2200 (non-early bird)  

In this course you will learn how to code in C using libpcap, libdnet, libnids, and drive it all with 
libevent. The main language will be C, but we will also cover python bindings to these techniques.  

Day 1  

a) TCP/IP and ethernet networking overview 
b) Packet capture with libpcap 
c) Packet construction with libdnet 
d) Libnids and stream reconstruction techniques 

Day 2 

a) Recap and questions from day 1 
b) Event driven programming (signals, read, write, timers), libevent 
c) Common tool classes: scanners, snifers, and tracers 
d) Bringing it all together: 
e) A simple stream sniffer (illustrating the use of libnids and libevent) 
f) A simple port scanner (illustrating libpcap, libevent, libdnet) 
g) Questions and other things you can do. 
 
 
TECHNICAL TRAINING TRACK 5 
DIGITAL INVESTIGATIONS: PRACTICAL DIGITAL FORENSIC ANALYSIS 

BY: The Grugq  

·  Date: 26th & 27th September 2005  
·  Venue: The Westin, Kuala Lumpur  
·  Duration: 2-days  
·  Capacity: 30 pax  
·  Cost: RM1800 (early bird) RM2200 (non-early bird)  

As the number of IT security incidents increases month upon month, the need for effective digital 
investigation techniques grows. This course teaches students how to conduct a successful digital 
forensic investigation, and builds a solid base of knowledge for further learning. Using a task-
oriented approach, students will learn digital forensic analysis techniques and methodologies which 
can be applied immediately. During the course, strong emphasis is placed on technical 
understanding and skills. 

The core curriculum of the course revolves around multiple File System Intensive sessions, focusing 
on file systems used on both Windows and UNIX/Linux platforms such as NTFS and Ext2FS. These 
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File System Intensives use a combination of lectures and task-oriented hands-on lab exercises to 
instruct and reinforce the deep, low-level, file system knowledge crucial for effective digital forensic 
analysis and investigations. The lab exercises will teach core skills, such as how to: 

* seize and preserve digital media 
* recover deleted files (both manually and with tools) 
* uncover evidence of tampering 
* build a time-line  

Each File System Intensive concludes with a sample investigation, reinforcing the skills developed 
within the course and building an understanding of how to successfully conduct a real investigation. 
During the File System Intensive sessions, students will learn about the forensic analysis process, 
as well as the techniques and methodologies necessary for successful digital forensic investigations. 

Prerequisites: Students should be comfortable using Linux as an operating environment. Students 
will be assigned machines (desktops) in pairs. Each machine will include a Linux installation, 
including X windows. Development tools (e.g. gcc, make, etc.) will be installed, however no 
development experience is required. All tools will be provided on CD-ROM. 

 

TECHNICAL TRAINING TRACK 6 
HACKING BY NUMBERS – BOOTCAMP EDITION 

BY: Charl van der Walt & Haroon Meer - Sensepost 

·  Date: 26th & 27th September 2005  
·  Venue: The Westin, Kuala Lumpur  
·  Duration: 2-days  
·  Capacity: 30 pax  
·  Cost: TBA 

Reality, Theory and Practice. This course is the "How did they do that?" of modern hacking attacks. 
From start to finish we will lead you through the full compromise of a company©s IT systems, 
explaining the tools and technologies, but especially the thinking, strategies and the methodologies 
for every step along the way. Having evolved with the industry over a number or years, "Hacking By 
Numbers: Bootcamp Edition" will give you a complete and practical window into the methods and 
thinking of hackers. Who Should Attend: Students who have already completed the Hacking By 
Numbers: Bootcamp Edition will find that the Combat Edition is the natural next step. Security 
auditors, consultants and administrators with advanced skill, as well as seasoned penetration testers 
and the nice people from government agencies will all benefit from this hands-on course. Approach: 
This course has a unique approach, which has made it a definitive favorite in this space. We©ve 
adopted the following philosophy:  

1. Our course is focused on tuning the mind. How does one *think* when attempting to 
compromise a network from the Internet. Our reasoning is as follows  

o Work according to a methodology  
o Determine your strategy  
o Select your tools  
o Execute your attack 

2. From this you can see that the emphasis is not on the tools and how to use them. But on the 
*thinking* behind the tools.  
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3. Our course is strongly method based. We perform all of our assessments according to a strict 
methodology that we believe ensures the best chances of a successful compromise. The 
course is delivered exactly according to this strict methodology, thereby giving you a 
systematic approach to attack and penetration.  

4. Our course is strongly practical. We base each lesson on a real life scenario and allow 
students to practically test our thinking and techniques in the lab and on the ©net.  

5. Our course is *less* tools based. Although the course is extremely practical and technical in 
nature, it probably focuses less on the use of specific tools and utilities then other courses. 
Our thinking is that tools come and go and that anyone with a browser and a basic 
understanding of English can find and use the right tool for a specific job. Sometimes the 
©right© tool doesn©t exist and it needs to be built. In either case, our focus is on teaching the 
student how to decide what tool to use at various points of an attack, and how those tools 
should be applied to complete the job at hand.  

6. Our course is 100% real-world. Each trainer spends all the time that he©s not giving training, 
actually performing assessments and penetration tests. i.e. the other 25 days of the month. 
Therefore, our course is not about how *hackers* break into networks, its about how *we* 
break into networks. Our trainers are all highlyexperienced security practitioners that are 
globally recognized in the field.  

What You Will Learn: This course will teach you by means of real examples, solid theory and 
hands-on exercises how a hacker would go about breaking into your network. Armed with this 
knowledge you can test and ensure that your systems are secure against these kinds of threats 
and attacks. Delegates will perform all hands on exercises using pre-configured laptops and will 
gain practical experience with the tools and utilities that are used everyday by industry analysts 
and underground specialists in the field. If you©re a security person this course will open up a 
whole new world for you. See and understand for the first time how attacks really work, see for 
yourself how an attacker operates and understand the impact your defenses will have on his 
success. How it Will Work: For two days the SensePost trainers will walk you, step-by-step, 
through real-life hacking attacks. Each principle taught is practiced in a structured lab exercise 
that will allow you to test the concepts and push the limits of your skill. We©ll start by identifying 
the target systems, teach you how to breach the target perimeter, and demonstrate how to 
extend these attacks in order to completely compromise the internal networks.  

Each student will be provided with a state-of-the-art laptop for the duration of the course. We©ll 
use machines that are loaded with a UnixTM and a MicrosoftTM operating system and are pre-
configured with the vast range of tools, documents, software and other utilities required for the 
practical components of the course. Our dedicated lab environment and a direct connection to 
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Capture The Flag (CTF)  
 

            
 

           
 

 
Overview 
 
 
This Capture the Flag will be the fifth CtF game to be held in Malaysia, after the hugely successful 
games held during HITB Security Conference in 2002, 2003, 2004 INFOSEC 2003 and BCS2005 in 
Indonesia. This year, we©re continuing the highly successful format we deployed 2 years ago - 
whereby each participating team will be given a server to defend, and at the same time launch 
penetrative attacks against the other teams. As such, participants must know how to attack and plant 
Flags on opponent’s servers in order to score points, and at the same time, know how to defend 
their own box from being compromised and losing points. 
 
While all this is happening, the CtF Score Server will be keeping track of Services and Flags running 
on each team©s chosen server, so teams can©t totally close all Services on the box either. If the Score 
Server does not detect a Service/Flag on the chosen server, it will deduct points for the team 
concerned. Teams will not know which Services/Flags the Score Server is looking for, and will have 
to infer this from the game play. This setup duplicates a common computing infrastructure 
environment in the enterprise.  
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REGISTRATION OPENS 1ST JUNE 2005 
REGISTER ONLINE   

 
http://conference.hackinthebox.org/hitbsecconf2005kl/register.php 


